
Resources and References

The USAID-NREL Partnership can help your organization plan for grid modernization and
cybersecurity:

Visit our website at:
https://resilient-energy.org/cybersecurity-resilience

Read the guidance document: Power Sector Cybersecurity Building Blocks:
https://www.nrel.gov/docs/fy21osti/79396.pdf

Reach out for (free!) direct technical assistance through the Ask an Expert form.

NREL provides publications, data, and tools on grid modernization and security through the
following research areas:

● Renewable Energy Integration
● Grid Technologies and Systems
● Sensing and Predictive Analytics
● Power System Operations and Controls
● Power System Design and Studies
● Energy Security and Resilience

Visit NREL’s grid website: https://www.nrel.gov/grid/

Other Resources:
● Home as a Grid (Eaton, 2022)
● Hackers Reportedly Target Wind-Energy Companies (PCMag, 2022)
● Keeping the lights on during natural disaster: Lessons in resilience (IADB, 2021)
● Gap Analysis and Opportunities for Innovation in the Energy Sector in Latin America and

the Caribbean (IDB, 2020)
● Beyond 60 Minutes: The Caribbean, Center Stage for the Soft Energy Pathway (RMI,

2020)
● First cyberattack on solar, wind assets revealed widespread grid weaknesses, analysts

say (Utility Dive, 2019)

How Else Can USAID Assist?

Read the USAID-NREL guidance document: Power Sector Cybersecurity Building Blocks report
available at: https://resilient-energy.org/cyber.

http://www.nrel.gov/usaid-partnership
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https://www.nrel.gov/docs/fy21osti/79396.pdf
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https://www.eaton.com/us/en-us/company/news-insights/energy-transition/home-as-a-grid.html
https://www.pcmag.com/news/hackers-reportedly-target-wind-energy-companies
https://blogs.iadb.org/energia/en/keeping-the-lights-on-during-natural-disaster-lessons-in-resilience/
https://publications.iadb.org/publications/english/document/Gap-Analysis-and-Opportunities-for-Innovation-in-the-Energy-Sector-In-Latin-America-and-the-Caribbean.pdf
https://publications.iadb.org/publications/english/document/Gap-Analysis-and-Opportunities-for-Innovation-in-the-Energy-Sector-In-Latin-America-and-the-Caribbean.pdf
https://rmi.org/beyond-60-minutes-the-caribbean-center-stage-for-the-soft-energy-pathway/
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/
https://resilient-energy.org/cyber


Access additional resources and information by visiting the Cybersecurity Resilience page on
the Resilient Energy Platform website.

Contact Us:
Tami.Reynolds@nrel.gov
Laura.Leddy@nrel.gov
Zoe.Dormuth@nrel.gov
Steve.Granda@nrel.gov

To learn about additional events and resources, sign up for the quarterly USAID-NREL
Partnership Newsletter!

​
Presentations for utility:

● Board of directors
● Executives
● Technical staff
● Non-technical staff
● Regulators

New documents:
● Policy documents
● Governance
● Training recommendations

New tools for:
● Cybersecurity assessments
● Capacity-building
● Critical infrastructure security

One-on-one technical assistance:
Through the SUPER program, USAID and Deloitte can assist organizations in the Caribbean
with their cyber needs. Reach out to abrillman@deloitte.com for more information.
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